
Security awareness has never been 
more important
Regardless of the type or size of the company, cybersecurity problems are often 
caused by inappropriate use of IT resources by employees and infection of company 
owned devices by malware. This means that in most cases companies could reduce the 
risk of data breaches by increasing employees’ awareness of safe IT use.

Inappropriate IT resource use 
by employees affects 52% for 
enterprises and 50% for SMBs

Malware infection of company 
owned devices experienced 

51% for enterprises and 
49% for SMBs

Incidents caused by 
inappropriate sharing of  

data via mobile devices is 
48% for enterprises and 

43% for SMBs

Malware infection of BYOD 
devises 48% for enterprises 

and 47% for SMBs

This kind of behavior, and these types of incidents, can cost business a lot… 

The average financial impact of a data breach 
caused by inappropriate IT resource use 
by employees is $116K for SMBs and  
$1,195K for enterprises

Whatever their size, when a business experiences a cybersecurity attack, the financial 
penalties are also varied: penalties and fines, increased insurance premiums, the need 
to buy new software, having to engage in extra PR and training, and much more

For example in 2019 the average financial impact of a data breach for  enterprises 
among other expense items included $182K for improving & infrustructure,  
$140K – for training and $161K for extra PR.

Working from home implies the standard cybersecurity rules that employees observe when working in 
an office. But using personal laptops and home Internet networks is much more risky than when working 
within a secure corporate network. And for a company’s IT staff, the workload increases significantly. 

Flexible working: how to stay secure 
and safeguard business continuity 
especially in challenging times

All the data used in the whitepaper based on 
the Kaspersky’s “IT security economics in 2019” 
research report

https://go.kaspersky.com/rs/802-IJN-240/images/GL_Kaspersky_Report-IT-Security-Economics_report_2019.pdf
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Responding to ongoing, 
diverse threats
Clearly, businesses need to be looking at how to reduce the risks of data breaches very 
seriously indeed – and this is where security awareness training comes in.

While 33% of enterprises and 27% of SMBs experienced a security incident say 
they plan to invest more in security education and security training for employees in 
order to avoid problems in the future, putting training on the first place among other 
cybersecurity measures. Prevention is always better than treatment.

If you’ve thought about launching security awareness training before but have put 
it on the backburner – now’s the time to act. In a global environment where all the 
news, every day, is focused on the pandemic, cyberthreats are just waiting for their 
opportunity. 

At the end of January this year, Kaspersky discovered 32 malicious files spread under 
the guise of coronavirus-related documents.

Act now
There’s no time to waste. Start educating your employees about cybersecurity issues 
now, to change their attitudes and behavior and protect your business.

“ One of the most relevant 
spam campaigns we 
recorded imitates 
mailings from World 
Health Organization. 
Attackers send letters in 
the name of WHO that 
steal personal data and 
organize false donations 
to fight the coronavirus.” 
 
Konstantin Ignatiev,  
Head of the Kaspersky web content  
analysis group.

Memo for all staff:

Here’s a memo you can send out right now to your employees and IT specialists
   Hold regular security awareness courses.

   Ensure that all gadgets with access to the corporate 
networks and data have a security solution installed — 
ideally, one managed by a corporate administrator.

   Ensure that all confidential information on smartphones, 
tablets, and laptops is stored in encrypted form.

   Secure your home Wi-Fi! Change your password and set-up 
a guest network for your friends and those who visit your 
home using the highest level of encryption available.

   Set up two-factor authentication.

   Use a VPN.

   Be extra vigilant – look out for phishing emails and sites.

   If you use your personal devices for any work purpose, make 
sure that the firewall and antivirus software are installed and 
up to date, update programs and operating systems.

   Don’t use your personal email for working purposes. Stick 
to corporate resources when exchanging documents and 
other information.

Tip-sheet to help safeguard your business continuity:
   Start from the simple, most essential rules below to reduce 
the risk of cyber incidents.

   Equip all employees in your organization with the necessary 
cybersecurity skills – of course, we strongly recommend 
the Kaspersky Security Awareness training. It takes only 
about 10 minutes to launch the program and your employees 
will be able to start leaning and applying these critical skills 
from the first lesson.

   Equip your generalist IT specialists with the practical skills 
required to recognize a possible attack and collect incident 
data with Cybersecurity for IT Online (CITO) training.

   Let Kaspersky show you how to handle crisis 
communications, including developing and applying 
appropriate assets, in the event of a security incident. 
Kaspersky Incident Communication best-of-breed 
training empowers top management, information security 
and corporate communications professionals to cooperate 
effectively during an incident.
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